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A Brief Introduction to Infoblox




BloxFacts Infoblox 0‘:

Pioneer in Multi-vendor Automation Market Leader

A Reducing manual processes A Only IPAM vendor rated
and availability risks consistently nS

A Market share leader in IPAM

Gartner
=[DC

Analyze the Future

A Expanding theater of
automation & control

Presence In
over 30 countries

Califgrwnia‘\ i Belgilfi}: :

A Bridging virtual
& physical
environments

i

'
Profitable & Growing

A Management team with Global TAC centers
proven track recordd 24x7 support
NetScreen, Cisco, Sun

>$100M run rate

More than 40,000 appliances
shipped to more than 4,750
global customers

~«Ready for IPv6 Revolution
A Leader in IPv6 migration,
deployment and management

A Infrastructure management tightly
integrated with IPv6 and DDI services
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Market Leaders Choose Infoblox ®
4,750+ Global Customers Infoblox
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Retail . . [}H]
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Infoblox DNS, DHCP & IPAM Infoblox s

Automate IP provisioning and
deliver always-on core services

A Replace error prone spreadsheets

A Real-time and historical insight on
connected IP endpoints and networks
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A Robust and secure DNS infrastructure
A Enhanced DHCP Failover

A Agentless management of Microsoft
DNS/DHCP

A IPv6 Ready




Infoblox Grid a Key Differentiator

A collection of High Availability
member appliances

Coordinated by the Grid Master

Sharing a distributed database

Communicating via an SSL VPN

- Centralized visibility and control
- Real time IPAM & discovery
- Automated Failover and DR

Infoblox 0.:

Simple, Secure, Reliable

Grid Master Candidate
at Recovery Site
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& External DNS
IPAM

Grid Member
Insight

Internal
Grid Members

Virtual
Environment

by

Branch
Offices
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Infoblox and IPv6
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Key Infoblox IPv6 Features Infoblox e

Support for IPv6
on IPv6 Networks Reverse-Mapping Zones

A Create filters and A Easy, direct
Smart Folders management of

reverse-mapping data
Support for DNS64

A Lets IPv6-only clients A Dynamically assign
talk to IPv4-only IPv6 addresses

servers, including
web servers

upport for DHCPVG

.
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IPv6 Enablers in Infoblox solution Infoblox e

Feature Infoblox Notes

JITC IPv6 Certification Infoblox is the only COTS for DNS with JITC
Certification

IPAM / Create IPv6 Networks

IPAM / Split/Join IPv6 Networks

IPAM / Auto-create ip6.arpa zones Key feature. Typing in ip6.arpa zones is prone
to errors
IPAM / Dual-stack hosts IP Address management for dual stack devices

IPAM / Create IPv6 address based on MAC

IPAM / IPv6 Network Utilization Bars

IPv6 Network Interfaces Services can be configured to work with IPV4,
IPV6 or both

DNS / AAAA records

DNS / AAAA Shared Records

DNS / IP6.ARPA Zone Just like IPv4

DNS / Mixed v4 and v6 ACLs

Network Configuration and Change NetMRI NCCM solution has full support for IPV6
Management




IPv6 Networks

Infoblox 0,:

[ ﬁ fc00:8:8:4000::/50
[ ﬁ fc00:8:8:8000::/50
[ ﬁ fc00:8:8:c000::/50

EMEA IPvE Networks
Morth American IPvé Networks
Latin American IPvE Networks

Asia Pacific and Japanese IPvE Metworks

Network Objects

IPAM DHCP DNS File Distribution

Quick Filter [ Mone

Go to

|EI Metwork -

O] (g& 10.0.0.0/8

B o

G

| Show Filter

f

RFC 1918 Space (1 Headquarters

Headquarters

[ nﬁ'-'ﬁaicm:1u:1n:41aa:;ra4(”) IPv6 Lab




Dual Stack Host Records

www.bloxdemo.com (Host Record)

Infoblox 0’:

Allases

IPv4 Discovered
Data

Extensible
Attributes

Permissions

Cancel

Name

Enable in DNS

Host Name Policy

IPv4 Addresses

IPvE Addresses

Comment

Disabled

WWW bloxdemo.com ( )

Saelect Zone Clear
™
Allow Underscore
10.10.10.10 |:|

2001:db8:cafe:: 10 [F

Dual Stack Host

O

Save & Close ~
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IPv6 Dual Stack Appliance - GUI Infoblox :2’

<@

pm-8.pm.inca.infoblox.com (Grid Member Properties Editor)

SO Advanced
®

@ Standalone Member

.....................................

E Warning: Must be unigue on the local
© network

CJ High Avallabllity Pair Virtual Router ID

Required Ports and Addresses

| Intarface Address Subnet Mask Gateway
LAN 10.65.58.10 255.255.255.0 10.65.58.1 Automatic

use router
advertisements

] IPve fc00:8:8:58::110 64 automatic

Cancel

IPv6 Address

ey ——



IPv6 Dual Stack Appliance - CLI

Infoblo show interface

Txqueuelen: 1EGOQ
* show routes

ope link
ethl

Fram IP:
scape link src
default
Frr =
T : a4 dev ethl metric 256
haplimit
ethl proto kernel metric 256 mitu 1500 ady

yiz=s 1440 hoplimit

Comtu

1500

Infoblox s




IPv6 DNS - Queries Infoblox o.:

Infoblox = dig @fcod:1o: 10413510 www, bloxdemo, Ccom AAA0A

s rxr DG 9 “arr @FCOD;1E:10:4135: 10 www, bloxdemo, com Afng

(1 server fTound)

global options: +cmd

Lot ansy :

-**HEADER<<- opcode: QUERY, status: NOEREOR, id: 64352

flag=: qgr aa rd ra: QUERY: 1, ANSWER: 1, AUTHORITY: @, ADDITIOMAL: @

QUESTION SECTION:

swwy, bloxdemo, coam,

AMESWER SECTION:
www , bloxdemo ., com, s ' ) A, 0, i, 2001 dbS:cate: 10

Juery Time: U msec

SEREVER: Tc@:;lo:le:41l3a;: 1053 fcom: 1e: 1413 10

M5G SIZE




DNS64/NAT64 Use Cases Infoblox e

Carrier/ISP/Mobile

A Lack of IPv4 address space A Not an immediate need for
limits rollout of new services most enterprise IT
i WiFi / WiMAX A Can be used to provide IPv6
i Smart Phones at the edge (web properties)
i Consumer Broadband A Will be more important when
A Need to connect customers who IPv6 rollout is near completion
are | Pve only to 0l eigaustdmér willebeiudlly wish to
sites that have yet to adopt IPv6 disable IPv4 on most
infrastructure
I Some legacy systems
wi || not Aspeako |

T Customer can use
DNS64/NAT64 to create islands
of legacy IPv4 services
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DNS64 i Infoblox Feature Infoblox o

nsl.v4only.com Client queries

www.v4only.com www.v4only.com AAAA to
local recursive name server

Recursive name server

= queries name server for
v4only.com and gets no
AAAA response

Recursive name server
synthesizes a IPv6 address
to return to client T using

Internet 196 prefix

5 Client sends packet to
synthesized IPv6 address
which routes to the NAT64

NAT64 protocol translator
Protocol NAT64 device translates
Translator

< Recursive packet to destination

64:ff9b::/96 Name Server IPv4 address

‘ .
I ‘ J running DNS64 IPv4 only web server returns
J > the response over IPv4 to
F NAT64 device

NAT64 device converts the
packet to IPv6 to return to
IPv4 IPV6 the originating client
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