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• Problems on networks are inevitable (low throughput, poor response 
time, network overhead, excessive server CPU usage). 

 

• The only question is how quickly the problems can be resolved.  
Sometimes the best, the only way, is to take a trace.  

 

 

 

 

Why Forensics? Reducing Risk 



 
 
    Packets don't lie! 
 
 

 Why trace? 



• First, we do some analysis of it: 

 

• A DNS request was found at packetid: 4088. 

• The original query was a type: AAAA which returns a 128-bit 

IPv6 address. 

• The resource to be resolved was: www.facebook.com. 

• The DNS response had no error. 

• The DNS response found 1 answer(s). As follows: 

• IPv6 Address:2620::1c00:0:face:b00c:0:2  

• TimeToLive:0 Hours 0 Minutes, 29 Seconds. 

• The response time for the DNS request / response was: 

0.023.376. 

Let's look at a packet 



WireShark provides a good 

breakout.  Tracing gives an 

understanding of protocols. 



Business partner is 

having throughput 

problems with a 

new application. 

Let's look at a  typical problem 



• We ran with a 

higher speed link 

and had higher 

throughput. 

 

• So “obviously” any 

delays are due to 

the network. 

Application Viewpoint 



• Network technician says that the window 

size is set less than 4k but the bytes in 

flight are only 1k! 

 

• So “obviously” any delays are due to the 

design of the application. 

Network Viewpoint 



Congestion Window vs.  

Bytes in Flight 

• Speedometer in car may say you can go 

up to 150 mph – this is congestion window 

 

• How fast are you actually going?  Maybe 

60 mph – this is bytes in flight. 

 

Bytes In Flight??? 



• But, this is an IPv4 problem! 

 

• Can the same thing happen in IPv6 

networks? 

Wait a minute! 



Can the same thing happen in IPv6 networks? 

So, there are no apps in IPv6? 



• Diagnostics and troubleshooting is 

different 

– Tunneled packets 

– Understanding of addressing (ULA, LinkLocal, 

etc) 

– DNSv6,  

– DHCPv6,  

– Neighbor Discovery... 

 

What is different with IPv6? 



• What has to be calculated? Network 

– Congestion Window 

– Bytes in Flight 

– Bytes per second 

– Packets per second 

 

• What has to be calculated? Application 

– Find if there is delay in responding  

Now, we come to Forensics 



• BTW, also allows you to answer is IPv6 

faster or slower? 

Calculate Throughput  



• First side: 

• The total connection time for 2001:DB8::222:F001 port:21 to 

2001:DB8::222:F001 port:1030 was 13 seconds, 892 

milliseconds, 775 microseconds. 

• The bytes per second sent by this half of the connection 

was 26. 

• The minimum bytes in flight sent by this half of the 

connection was 0. 

• The average bytes in flight sent by this half of the 

connection was 39. 

• The maximum bytes in flight sent by this half of the 

connection was 123. 

  

Throughput – both ways! 



• Second side: 

• The total connection time for 2001:DB8::222:F001 port:1030 to 

2001:DB8::222:F001 port:21 was 13 seconds, 892 milliseconds, 

794 microseconds. 

• The bytes per second sent by this half of the connection was 3. 

• The minimum bytes in flight sent by this half of the connection 

was 0. 

• The average bytes in flight sent by this half of the connection was 

3. 

• The maximum bytes in flight sent by this half of the connection 

was 15. 

Now, the other way 



Tunneled Packets 

Frame #80 

Time: Sunday, 6 February 2011 08:42:33.694462 

IP Header:  

Version: 4 

IP Header Length: 20 bytes 

Type of Service: 0x00 Precedence: Routine, Delay: Normal, Throughput: 

Normal, Reliability: Normal 

Total Length: 108 

Identification: 0x469c (18076) 

Flags: 0x00 (Reserved bit: Not set. Don"t fragment: Not set. More 

fragments: Not set. 

Fragment offset: 0 

Time to Live: 128 

Protocol: UDP(0x11) 

Header Checksum: 0xb817 

Source Address: 192.168.1.101 

Destination Address: 202.169.175.22 



UDP Header:  

Source Port: 1435 

Destination Port: 3653 

Length: 88 

Checksum: 0x154a 

 

UDP Header data: 

059b0e45 0058154a  

 

***** Tunneled Protocol: Tunnel Broker  

IP Header:  

Version: 6 

 

UDP Header 



IP Header:  

Version: 6 

Priority: 0 (uncharacterized traffic) 

Flow Label: 0x0 

Payload Length: 40 octets 

Next Header: ICMP for IPv6(0x3a) 

Next Header: ICMP for IPv6(0x3a) 

Hop Limit: 128 

Source Address: 2001:c08:3700:ffff::10:f88e 

Destination Address: 2001:200:dff:fff1:216:3eff:feb1:44d7 

----------------- 

ICMPv6 Header:  

Type: 128 Echo Request 

IPv6 Header 



ICMPv6 Header:  

Type: 128 Echo Request 

Checksum: 0xc468 

Identifier: 0x0000 

Sequence Number: 0x0058 

Other data: 

00586162 63646566 6768696a 6b6c6d6e 6f707172 

(Xabcdefgh ijklmnopqr)  

73747576 77616263 64656667 6869              

(stuvwabcde fghi) 

ICMPv6 Header and Data 



Analyze Neighbor Discovery 



• DNS is one of the first things to be 

converted and tested. 

 

• What kind of queries are going out? 

 

• Following are from traces captured on 

World IPv6 Day, 2011. 

DNS Analysis 



• Analysis of 

DNSv6 can 

be quite 

difficult. 

 

• How many 

packets 

were sent? 

 

• How quickly 

were they 

sent? 

 

DNSv6 Performance 



Analyze DNS Requests 



Analyze DNS responses 

and errors to see exactly 

what happened. 

See if A and AAAA 

queries are being 

done for IPv4 or IPv6 

transactions.  

Analyze DNS Responses 





Congestion Window vs.  

Bytes in Flight 

• Forensics is more important than ever! 

 

• Get ready BEFORE the real problems hit. 

Conclusion 


